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Abstract

We describea methodfor finding security flaws in
souicecodeby wayof staticanalysis.Themethods no-
table becausat allows a userto specifya wide range
of securitypropertieswhile alsoleveraging a setof pre-
definedcommorflaws. It worksby usingan automated
theolem prover to analyzeverification conditionsgen-
erated from C souice codeand a set of specifications
that definesecurityproperties.\WWe demonstate that the
methoccanbeusedto identifyreal vulnembilitiesin real
programs.

1 Intr oduction

A largepercentagef thedocumentedulnerabilities
in computersystemshave beenintroducedby program-
mersasthey createcbr modifiedthe sourcecodefor var-
ioussystemcomponent$17]. A majority of theseflaws
fall into oneof only a few major categories,with array
boundserrorsandraceconditionsbheingamongthe most
common.

The primary contribution of this paperis to demon-
stratethat mary commontypes of security flaws can
be detectedhroughthe applicationof ExtendedStatic
Checking[7], a techniquedevelopedfor the general
problem of finding errorsin sourcecode at compile-
time. We have createda prototype checler, named
EauClaire, capableof analyzingsourcecodewrittenin
C. (Previousextendedstaticcheclershaveanalyzedro-
gramswrittenin Modula-3[7] andJava[20].) In orderto
evaluatethesourcecode EauClairereadsspecifications
thatdefinesecuritypropertiesEauClairerepresentshe
first applicationof ExtendedStaticCheckingto the spe-
cific problemof identifying securityvulnerabilities.

EauClaireis flexible enouglthatanexperiencediser

can specify a wide variety of properties. At the same
time, a novice usercouldfind a numberof commonse-
curity flaws by making use of a library of pre-written
specifications.Specificationsare particularly powerful

whenthey arere-usedInformationrecordedn theform

of specificationsluringaprograminspectiorcangreatly
benefitfutureinspections.

Eau Claire analyzesprogramswritten in C because
it remainghe mostpopularlanguagdor writing system
software.EauClairehandlesC programsnvolving inte-
gral andaggreyatetypes,arrays,pointers,pointerarith-
metic,mostcontrol structuresandfunctioncalls. It can
analyzemodularprograms:not all functionsneedto be
definedin the sourcecodebeinganalyzed.Amongthe
thingsit doesnot modelare function pointersand bit-
wise operators. The presenceof theseconstructsdoes
notforceEauClaireto give up onaprogramasawhole.
Instead,it giveswarningsaboutfunctionsthat contain
unmodellecconstructsaandsuggestshat the analysisof
thesefunctionsmaybe compromised.

Eau Claire works by translatinga programs source
codeinto a seriesof verificationconditionsandpresent-
ing the verificationconditionsto an automatictheorem
prover. Although it makes use of a theoremprover,
EauClaireis not a programverifier. The purposeof an
extendedstaticchecleris only to look for certaintypes
of errors,not to prove that a programis correct. Set-
ting the goal to be lessthana full proof of correctness
is very liberating;by notpromisingto find all errors,the
creatorsof acheclerarefreeto look for agoodbalance
betweenthe numberand importanceof the errorsthat
arefound andthe burdenof runningthe checler. This
approachputs practicality first. While not calling into
guestionthe undecidablenatureof the underlyingprob-
lems,we presentvidencethatit is possibleto automate
the procesf finding mary typesof securityflaws. Part
of beingpracticalis beingwilling to give up soundness.
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Figure 1. The checking process implemented by Eau Claire.
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By notrequiringaperfectansweiin all casesEauClaire
canproducea usefulanswelin mostcases.

SinceEauClaire createsan independenverification
conditionfor eachfunctionin thetargetprogramiits ex-
ecutiontime is the sumof the timesrequiredto process
eachfunction. Empiricalevidencesuggestshaton aver
ageEauClaireis 25 timesslawer thanthe compilergcc.
Thatmalesit too slow to be run with every compileas
part of the typical developmentprocessbut plenty fast
enoughto be a standardart of the releaseprocess We
expectthat mostuserswill begin by using pre-written
specificationdor C standardibrary functionsandthen
begin to write their own specificationsasthey gain ex-
perience.

Section2 divesinto the detailsof the checkingpro-
cesghatEauClaireimplementsandSection3 describes
theresultsof applyingEauClaireto two programswith
known securityvulnerabilities. In onecase EauClaire
shaws that a vulnerability that was supposedo have
beenfixed actually still exists (a previously unknovn
result). Section4 providesa contet for this work by
describingother recentefforts nearthe intersectionof
securityandstaticchecking.

2 Method

Figure 1 gives a top-level view of how Eau Claire
works. It first translatesa C function and the rele-
vantspecificationsnto avariationof Dijkstra’s Guarded
Commandg9]. It then translateshe GuardedCom-
mandsinto a verificationcondition. Finally, it presents
the verification condition to the automatic theorem
prover Simplify [8,28]. If Simplify refutesthe theo-
rem, thenthe associatedunctionis in violation of one
or moreof thespecificationsTheverificationconditions
aregenerateih suchawaythatthecounter&amplepro-
vided by Simplify containsenoughinformationthatthe
usercantrack down the sourceof the mismatch.

Thefirst step thetranslationof C into GuardedCom-
mands,requiresa concreteinterpretationof the some-
timesvaguesemantic®f the C languagelt is herethat
Eau Claire givesup soundnes# favor of easeof use.
The secondstep,thetranslationof GuardedCommands
into a verification condition, doesnot suffer thusly be-
causahe semantic®f the GuardedCommandanguage
arewell defined.

Section2.1and2.2introduceEauClaire’s Guarded
Commandlanguageand specificationlanguage. Sec-
tions 2.3 and 2.4 discussthe translationof C into
GuardedCommandsand the translation of Guarded
Commandsnto a verificationcondition.

2.1 Guarded Commands

Dijkstra createdthe GuardedCommandprogram-
ming languageso that he could describenon-trivial al-
gorithmsandanalyzethemin aformalmanner Guarded
commandsrea usefulmidway point betweera C func-
tion anda verificationconditionbecausehey retainthe
sequentiabndimperative natureof C, but their seman-
tics are definedrigorously, makingit possibleto con-
structatheoremfrom GuardedCommandsn astraight-
forwardandsoundmanner EauClaire’s guardedcom-
mandlanguagecontainssereral conceptsnot found in
Dijkstra’s original languageincluding exceptions[21],
assertand assumestatementg1], and the conceptof
the erroneousstate[19]. It also omits several major
constructsthat were part of the original languagein-
cludingrestriction,conditionalsjooping,andtheguards
that gave the languageits name. Sinceloops are not
available thefollowing discussiorassumethatall com-
mandsterminate thereis no notion of aninfinite loop.

The semanticof a commandaregiven by its weak-
estprecondition When a machinehalts after execut-
ing aguardeccommandhe machinesfinal statecanbe
characterize@snormal,exceptional or erroneousThe



Command Description WealestPrecondition
Example
Skip Halt in a normalstate,otherwise,do not modify the stateof the wp(skip, P,Q) = P
skip machine.In orderfor P to evaluateto true afterthe executionof

skip, it mustevaluateto true beforethe executionof skip.
Raise Halt in anexceptionalstate otherwise do not modify thestateof wp(raise, P,Q) = @
raise themachine.ln orderfor () to evaluateto true afterthe execution

of raise, it mustevaluateto true beforethe executionof raise.
Assignment  Setthevariablex to thevaluev. ThenotationP(z : v) represents wp(z := v, P,Q) = P(x : v)
T:=v thepredicateP with all occurrencesf x replacedy v.
Composition Executethe commandA, thenexecutethe commandB provided wp(4; B, P,Q) =
A;B that A haltedin anormalstate. wp(4,wp(B, P,Q),Q)
Exception Executethe commandA, thenexecutethecommandB provided wp(A!B,P,Q) =
handling that A haltedin anexceptionalstate. wp(A, P,wp(B, P,Q))
A!B
Alternation ExecuteeithercommandA or commandB, selectingoetweerthe wp(A[lB) =
A[lB two in anondeterministienanner wp(4,P,Q) ANwp(B, P,Q)
Assume If the predicateR evaluatesto true, thenhaltin a normalstate. wp(assume(R), P, Q) =
assume(R) If R doesnot evaluateto true, thenthe statementannotbeexe- R = P

cuted.
Assert If the predicateR evaluatedo true, haltin anormalstate.Other  wp(assert(R), P, Q) =
assert(R) wise haltin anerroneoustate(gowrong). PAR

Table 1. Eau Claire’s Guarded Command language.

commands wealestpreconditiondescribesherequired
stateof the machinebeforethe executionof the com-
mandthatis necessaryo achieve a desiredfinal state.
More formally, considera commandA and predicates
P, @, andW thatrelateto the stateof the machineex-
ecutingA. Thewealestpreconditionfor the command,
wp(4, P,Q,W), is a predicatedescribingthe stateof
themachineprior to the executionof A sothatP, @, or
W will evaluateto true subsequento the executionof
A. In particular P will evaluateto true if the machine
haltsin anormalstate, will evaluateto trueif thema-
chinehaltsin anexceptionalstate,andW will evaluate
to trueif themachinehaltsin anerroneoustate.Tablel
givesthecommandshatcompriseEauClaire’s Guarded
Commandanguage.

Halting in anerroneoustateis alsoknown asgoing
wrong. EauClaireuseggoingwrongto represenaspec-
ification violation. Sincethe purposeof thetheorembe-
ing generateds to arguethatno specificationviolation
exists, the fourth argumentto the wp function, W, will
alwaysbefalse(satisfiedoy no machinestate).We will
thereforeomit it from the remainingformulasin thein-

terestof clarity.

In mary languagesgincludingC) asemicolordenotes
the endof a statementandthe body of a function con-
sistsof a sequenceof statements.In GuardedCom-
mandsthesemicolorrepresentsa statementhatis used
to sequentiallycomposeawo otherstatementsThe lan-
guagedoesnot needa conditionalconstruct;a combi-
nationof alternationandassumestatementsanbe used
instead For example, the compoundC statement

if (x >vy)
z = 0;
el se
z = 1;

canberepresenteds

( assume(x >vy); z :=0) []
( assume(—(x >vy)); z :=1

)

The nondeterminismof the alternation statementis
tamedby fact that an assumestatementannotbe ex-
ecutedif its predicatedoesnot evaluateto true. The
machines forcedto choosea paththatit canexecute.



spec (function nane)(fornmal argunment nanes)

{
requires (precondition expression): "(violation nmessage)"
nodi fies (list of variables)
ensures (postcondition expression): "(violation nessage)"”
}

Figure 2. Eau Claire’s function specification syntax

2.2 Specifications

EauClaire’s specificationanguagds modeledafter
ESC/Modula3s specificationanguagg6]. At its heart
is the conceptof procedual abstraction, theideathata
setof operationcanbegroupednamedandinvokedas
thoughthey werea singleoperation.In orderfor proce-
dural abstractiorto be useful,theremustbe a contract
betweera procedures callerandthe proceduresimple-
mentation.Thecontractellsthecallerwhatit mustpro-
vide to the procedureandwhatto expectfrom the pro-
ceduren return. Thecontracttellstheproceduravhatit
shouldexpectfrom thecallerandwhatit mustprovidein
return. Most programminganguage®nforcesomeas-
pectsof this contractat compiletime. For example,ISO
C requiresthatwhena functionis declaredwith a pro-
totype, the formal and actualfunction argumentsmust
agreein bothnumberandtype[13].

Eau Claire’s function specificationlanguageallows
the contractbetweencallersandimplementationgo be
furtherelaboratedAs illustratedin Figure2, afunction
specificatiormaycontainzeroor moreof thefollowing:

Requires: r equi r es R. The function precondition.
Eau Claire checksthat all callersensurethat the
expressionR evaluatesto true beforethe function
is invoked. If a caller doesnot guaranteghatthe
preconditionis met,EauClairewill includetheas-
sociatedviolation messagén its outputalongwith
thetextual locationof the call. Whenit checksthe
specifiedfunction,EauClaireassumethat R eval-
uatedo true.

Modifies: nodi fi es V. Thelist of variableghatmay
be modifiedby theimplementationEauClaire ac-
countsfor the sideeffectsthatafunctioncall might
have uponthe ervironmentof the callerby assum-
ing that all variableson the list V' will be modi-
fied in accordancewith the function’s postcondi-
tion. When checkingthe specifiedfunction’s im-

plementation,Eau Claire would ideally checkto
male surethatanimplementatiordid not alterany
statenotonthelist, but it doesnotdo socurrently

Ensures: ensures P. The function postcondition.
Eau Claire checksthat the implementationcauses
theexpressionP to evaluateto true whenthefunc-
tionreturns.If therearecasesn whichthepostcon-
dition may not be met, EauClaire will includethe
associatediiolation messagen its output. When
evaluatingcallers,EauClaireassumeshat P eval-
uatego true whenthefunctionreturns.

In order to make function specificationseasierto
read,a functionmay have multiple r equi r es entries,
in which casethe function’s preconditionis equivalent
to the conjunctionof the preconditionexpressionsThe
samds truefor ensur es andthefunction’s postcondi-
tion. If aspecificatiorhasmultiple nodi fi es entries,
thelist of variableghatmaybe modifiedis the union of
thevariablelists.

As muchaspossible,the semanticof specification
expressionsarethe sameasthe semanticof C expres-
sions.A C expressioris consideredrueif it evaluatego
anintegerotherthanzero.A C expressioris considered
falseif it evaluatesto zero. Specificationexpressions
maycontainvariables]ogicaloperatorscomparisorop-
erators,arithmeticoperatorspointerindirection, struc-
tureselectionandarrayselection.Specificatiorexpres-
sionsmaynotcontainfunctioncallsor operatorg¢hatcan
changethe value of a variable. Assignments not per
mitted, for example.EauClaire alsosupportsa number
of specialconstructsn specificatiorexpressionghatdo
notexistin C, asdescribedn Table2.

In additionto function specificationsEau Claire al-
lows for thedeclaratiorof specificatiorvariables Spec-
ification variablesarenot concrete:they do not affecta
programs compilationor execution,andthereforethey
cannotappearoutsideof specifications. Specification
variablesare usefulfor reasoningaboutprogramprop-



Construct Description

$f i nal In mary casest is usefulto referto boththeinitial valueandthefinal valueof a variable
in a postcondition. In orderto remainconsistentwith preconditionexpressionsan un-
adornedvariablein apostconditiorrefersto thevariablein its initial state.Theexpression
$fi nal (v) referstothevariablev in its final state.

$return In apostconditiorthe expressiorr et ur n representthereturnvalueof thefunction.

$valid Theexpressiorbval i d(v) evaluateso 1 if thepointeror arrayvariablev is non-NULL
andpointsto allocatedstoragelt evaluatego O otherwise.

$l engt h Theexpressiorl engt h(v) is equalto the numberof allocatedelementgointedto by
thearrayor pointervariablev.

$string Theexpressiorbst ri ng(s) evaluatedo 1if $val i d(s) evaluatedo 1 andif aNULL

terminatoroccupiesatleastoneof theallocatedocationspointedto by s. It evaluatego 0
otherwise.

$stringlength

Theexpressiorst ri ng_l engt h(s) is equalto the leastindex of the pointeror array
variables occupiedby the valueO.

$static An expressiorof theform $st at i c(s) evaluatedo true only if s is apointerto a stati-
cally allocatedobjectsuchasa string constant.

exi sts An expressionof theform exi sts (variable list) (expression) evaluates
to trueif theinnerexpressions non-zerdfor atleastonecombinationof variablevalues.

forall An expressionof theformforal | (variable list) (expression) evaluates

to true only if theinnerexpressioris non-zerdor all combinationf variablevalues.

Table 2. In addition to standar d C expressions, Eau Claire provides special constructs for use

in specifications.

ertiesthatmay not be explicitly representetyy the pro-
gram’s concretevariables.

2.3 Translating C into Guarded Commands

At first blush, translating C into Guarded Com-
mandsmight appearto be challengingbecauseC in-
cludesfunction calls, datastructurespointers,andside
effects, none of which can be representedlirectly in
Eau Claire’s GuardedCommandanguage.While it is
true that thesetopics presentchallengesthe procesof
translatingC into GuardedCommandss further com-
plicatedby ambiguitiesregardingthe definitionof the C
languagd13,24].

First, thereis no singleauthoritatie definition of C.
Major C dialectsincludestandardC (alsoknown asISO
C or ANSI C), traditionalC (sometimegalledK&R C),
andcleanC (a subsetof C++). Naturally, implemen-
tationsvary in the degreeto which they adhereto one
standardr another

Secondall definitionsof C requirean implementa-
tion to prescribets own meaningfor certainconstructs.

For example,it is theresponsibilityof theimplementa-
tion to definetherangeof valuesthatcanberepresented
by theintegraltypes.

Third, the behaior of someconstructsis not fully
specified—thdanguagedefinition doesnot alwaysim-
posea requiremenbn the implementation. For exam-
ple, theorderof evaluationof expressionss largely un-
constrained An implementatiorcould evaluatethe ex-
pression(x * y * z) by first evaluatingz, thenx,
theny, andthenmultiplying.

Finally, the behavior resultingfrom someoperations
is completelyundefined.For example,accessinginini-
tialized memory could resultin the terminationof the
programor it could resultin no ill-effects whatsoeer.
The sameis true of dereferencing null pointeror in-
dexing anarrayoutsideof its bounds.

The Extended Static Checking philosophy allows
EauClaireto giveuponfindingall of thepotentialerrors
in aprogramandinsteadconcentratenfindingthemost
likely and mostimportanterrors. Letting go of sound-
nessallows us to make the importantassumptiorthat
the programmeliis not intentionally trying to hide vul-



nerabilitiesfrom the tool. For thatreasonwe treatall
translationdilemmasin the samemanner: Eau Claire
interpretsC programsasthoughthey werewritten by a
competenprogrammewho is interestedn creatinga
correctandportableprogram. Table 3 lists C language
constructanddescribeiow EauClairetranslateshem.

The purposeof EauClaire is not to determinehow
closelythe programin questionadherego ary partic-
ular standard(other than the specifiedsecurity proper
ties) or to measurdahe programs semanticcorrectness.
For this reason Eau Claire assumeshat undefinedop-
erationsdo not occur This assumptiordimits the types
of securityflaws that Eau Claire can detect. Imagine
a function that modifiesa variablemore than oncebe-
tweensuccessie sequencgoints. Underthe definition
of 1ISO C, the functionis performingan illegal opera-
tion. An ISO C compilerwould be within its rights to
causehevariabletake on anarbitraryvalue.EauClaire
will not considerthis possibility, insteadassuminghat
the modificationswill take placein the orderin which
they appearMissingthistype of only remotelyfeasible
flaw is a goodtrade-of in exchangefor not tormenting
the userwith a list of every possiblelocationof anun-
definedoperation.

2.4 Translating Guarded Commands into a
verification condition

After Eau Claire has translateda function into a
guardedcommandjt augmentghe commandusingthe
function’s specification. Given the function F' with
guardedcommandtranslationge(F) and requiresand
ensuregonditionsRk and P respectiely, theaugmented
guardeccommandor thefunctionis

assune( R) ;

ge(F);
assert (P)

In additionto the requiresexpressiongprovided by
the user (if ary), Eau Claire addsto R an expression
declaringthatall of the fields for eachtype of structure
or union usedin the function be unique. A similar ex-
pressiordeclareghatall datatypesusedin thefunction
areunique. This is necessanpecauseéEau Claire uses
arraysto represenstructurefields and pointer derefer
encing.Withoutthem,thetheoremproverwould befree
to assumehatary two structurefield nameseferredto
the samefield within the structureor thatary two data
type nameswvereequivalent.

A correctbut impracticalverificationconditioncould
be extracted from the augmentedguardedcommand
simply by computingits wealest preconditionaccord-
ing to the equationggivenin Section2.1, but Flanagan
andSase point outthatdoingso canresultin aformula
thatis exponentiallylargerthanthe GuardedCommand
programthatit represent§l1]. Thiswould disallow the
checkingof large C functions.InsteadeauClaireimple-
mentsthe two-stagegeneratioralgorithmthat Flanagan
andSaxe recommendwhich producesa formulathatis
in the worst casequadraticin the size of the Guarded
Commandprogramit represents.

3 Experimental Results

This sectionpresentgwo real-world securityvulner
abilities and shavs how Eau Claire canbe usedto find
them. The examplesillustrate someof the errorsthat
Eau Claire is able to detect,but Eau Claire is by no
meandimited to thesetypesof vulnerabilities.

3.1 RSAREF buffer overflow

In 1994, RSA Data SecurityreleasedRSAREF2,a
referencémplementatiorof the RSA andDES encryp-
tionalgorithmstheMD2 andMD5 messageéigestalgo-
rithms,andanumberof otherwidely usedcryptographic
tools. BecauseRSAREF2is free for non-commercial
purposesjt was quickly adoptedfor usein a number
of popularinternetapplicationsncluding PGP (a setof
programsfor securingemail messagesfiles, and net-
work connections),SSH (a secureremote login pro-
gram),and Apachemod ssl (a modulethatenableshe
Apacheweb sener to communicateusing the Secure
SocletLayer(SSL)protocol).

In 1999, SolinoandRichartediscoveredbuffer over
flow vulnerabilitiesin RSAREF2[3]. The vulnerabil-
ities madeit possiblefor an attacler to overwrite the
call stack and thereby execute arbitrary code by ex-
ploiting RSAREF25 RSAimplementation Specifically
anoverflow canoccurwhenthe library attemptsto en-
cryptor decryptblocksthatarelargerthanthemaximum
block sizecompiledinto the program. The buffer over
flow happensnsidethe standardibrary functionnmem
cpy.

With a specificatiorfor mentpy (givenin Figure3)
thatrequiresthe destinationto be large enoughto hold
the numberof bytesbeingcopied,EauClaireflags3 of
the 20 callsto mentpy aspotentialproblems. Two of



Construct

Description

Expressions

For the purposeof determiningside-efects,EauClaire assumeshatexpressionareeval-
uatedfrom left to right. It supportsarithmeticandlogical operatorexpressionsnegation,
andconditionalexpressions.

Operations EauClaire supportghe integral operationsaddition, subtractionmultiplication, and divi-
sion. It doesnotsupportbitwise manipulationandit assumethatarithmeticoverflow does
notoccur

Typesizes EauClaireallowstheuserto definethenumberof bytesusedto representheintegral types
andthennumberof bytesusedto represenpointers.

Floating EauClaire doesnot modelfloating point valuesor operations.Corvertinga floating point

pointtypes numberinto anintegral valueresultsin theintegral valuebeingunknown.

Arrays EauClaire modelsan arrayasa singlevariableratherthanasa collectionof dynamically
namedvariables EauClairetherebyassumeshatarraysdo not overlap.

Pointers In orderto accountfor aliasing,Eau Claire modelsa pointerdereferenceperationasan
index into the pointers type [23]. In otherwords, dereferencing pointerp of type T is
modeledasT][ p] . For the purposeof evaluatingBooleanexpressionsEauClaireassumes
thatNULL is equalto zero.

Structures EauClairetreatsstructurdfieldsasarraysindexedby thestructurevariable.Iln otherwords,

andUnions EauClairemodelss. f asf [ s] . This perhapsunscountero the“conventionalwisdom”
that would models. f ass[f], but doing sowould be inconsistentwith Eau Claire’s
treatmendf pointers.

Conditionals EauClairesupports f statementandswi t ch statements.

Loops Eau Claire supportsdo, whi | e, andf or loops, but by default it assumeshatthe loop
body is executedno morethanonce. The usercansupply a maximumloop depth,and
EauClairewill unroll loopsto the specifiedevel.

Flow control  In Eau Claire’s GuardedCommandlanguager et ur n, br eak, andcont i nue state-

mentsare modeledby raising and catchingexceptions. A variableassociatedvith the
exceptionkeepdrackof theexceptionstype sothatit canbetreatedappropriatelywhenit
is caught.

Functioncalls

EauClairereplacedunction callswith anassertiorthatthe function’s preconditionis met
andanassumptionthatits postconditiorholds. EauClairedoesnotassociatspecifications
with function pointers.If afunctiondoesnothave a specificationjt is assumedo have no
side-efects,andits returnvalueis unknown.

References

EauClaire understandsariablereference®nly asanindicationthata function call argu-
mentis avariableparameterln othercontexts, areferenceoperatiorproducesnunknownn
value.Thisis notaninherentimitation of themethodbut simply animplementatiorshort-
cut.

Table 3. A list of C langua ge constructs, each with a description of Eau Claire’s interpretation.



spec nencpy(dest,

{
}

src, n)

requires $length(dest) >=n

Figure 3. A specification for the function
nmencpy. The destination must be large
enough to hold the number of bytes to be
copied.

spec R _GenerateBytes(buffer,
buf f er Lengt h, randonSour ce)
{
requires $length(buffer) ==
buf f er Lengt h

Figure 4. A specification for the func-
tion R.Gener at eByt es. The length of the
buffer must be equal to the buf f er Lengt h
parameter .

thesecalls arethe buffer overflow vulnerabilitiesiden-
tified by Solino and Gerardo. The third occursin a
function namedR_Gener at eByt es, the purposeof
which is to fill a buffer with randomlygeneratediata.
EauClaire flagsit becauseét cannotguaranteg¢hatthe
function’s buffer length parameteris truly the length
of the buffer to be filled. With a specification(given
in Figure 4) making that a requirementEau Claire no
longerflagsR_Gener at eByt es asthesourceof apo-
tential error. Eau Claire also verifiesthat the five calls
to R.Gener at eByt es in RSAREF2meetthe given
specification.

In this exampleEau Claire’s precisionandaccurag
arebothexcellent.Initially EauClaireproducechofalse
negatives and a single false positive. The false posi-
tive could have beenidentified as suchby inspection,
but with the addition a single specification,Eau Claire
wasableto eliminateit. In termsof executiontime and
memoryusage EauClaire’s performancavasgoodbut
probablytoo slow for a programmerto run it with ev-
ery compileduringdevelopmentRSAREF2consistsof
79 functionsin 13 sourcefiles. Includingits 11 header
files,it is 4728lineslong. EauClairetook 33 secondso
processSRSAREF2runningon a 550 MHZ Pentiumlll

workstation. Runningon the samecomputer gcc took
two secondgo compile RSAREF2. Memory usagefor
EauClaire never exceededen megabytes.

3.2 Redhatlpr race condition

The programtraditionally usedto accesgo the print
gueuein UNIX systems)pr, haslong beena sourceof
securityproblems.Becausehe printeris a hardwarere-
source the programghat controlaccesdo it musthave
rootprivileges.Of coursemostusersof thesystermeed
accesgo the printerbut do not have root privileges. As
is oftenthecasewriting aprogranthatallows only lim-
ited accesdo root resourcehasprovenproblematic.

A securityholein the versionof Ipr distributedwith
RedhatLinux versions4.1 through 6.1 was the result
of a raceconditioninvolving the way file permissions
werechecled[25]. As Figure5 shaws,theprograntfirst
checledto seeif theuserhadpermissiorto readthefile,
then (acting asroot) openedthe file. If the usercould
substitutea legitimatefile with a file they did not have
permissiorto read(probablyby changingasoftlink) be-
tweenthetime thatlpr checledthefile permissionsand
thetime it openedhefile, the usercould print files that
they couldnot otherwiseread.

Redhatapplieda commontechniquefor eliminating
aracecondition: therevisedlpr now takeson theusers
identity beforeopeningthe file, asshawvn in Figure 6.
EauClaire canidentify programswherethis fix hasnot
beenproperlyimplemented. Figure 7 gives specifica-
tions that allow Eau Claire to reportan error if open
couldbe calledwithoutfirst settingthe effective userid.

Not surprisingly Eau Claire reportsthat the call to
open in Figure5 is thelocationof a potentialproblem.
Of moreinterestis the factthat Eau Claire reportsthat
therevisedlpr in Figure 6 hasthe samepotentialprob-
lem: the programdoesnot checkthe valuereturnedby
set eui d orset egi d, soif eitherof thecallsfail, the
call to open will be carriedout in the sameinsecure
way asit wasoriginally. It may seemfarfetchedthat
set eui d or set egi d wouldfail, but lessthanayear
afterthelpr vulnerabilitywasfound,a bugin the Linux
kernel cameto light that would allow a userto cause
just sucha failure [4]. This flaw in Ipr was previously
undescuered.

It would be perfectlyfeasiblefor Eau Claire to use
specificationvariablesto keeptrack of the currentset-
ting of the effective userandgroupID values.If it did,
it would have the potentialto catcherrorsthat would



int fd;
for (int i=1; i < argc; i++)
{

[* first make sure that the
user can read the file,
then open it */

if (laccess(argv[i], O_RDONLY))

{

fd = open(argv[i], O RDONLY);
print(fd);

}

}

Figure 5. A pseudocode demonstration of the race condition in Redhat's Ipr. If the user could
switc h the file between the time Ipr checked the file permissions and the time it opened the file,
the user could print a file that they could not normall y read.

int fd;
for (int i=1; i < argc; i++)
{

int uid = getuid();

int gid = getgid();

int original _euid = geteuid();
int original _egid = getegid();

/* set the effective user id to be that of the current
user before opening the file */

set eui d(ui d);

setegi d(gid);

fd = open(argv[i], O RDONLY);
/* reset the effective user id to it’'s original value */
seteui d(original _euid);

setegi d(origi nal _egid);

print(fd);

Figure 6. A pseudocode version of the fix Redhat made to Ipr. Now the program takes on the
user’s privileg es before opening the file. The vulnerability is more limited now, but it is still
present because the return value of the set eui d and set egi d calls are not checked.



/* specification variables for tracking whether or not the
effective user id and effective group id have been set */

/* spec var $euid_set */

/* spec var $egid_set */

/* seteuid returns 0 after changing the current euid to
the requested value or returns a non-zero error
code if the request cannot be fulfilled. */

/*
spec seteui d(eui d)
{
nodi fies $eui d_set
ensures ($final ($euid_set) == 1) |
($return = 0)
}
*/

int seteuid(int egid);

/* setegid returns O after changing the current egid to
the requested value or returns a non-zero error
code if the request cannot be fulfilled. */

/*
spec setegi d(egid)
{
nodi fies $egi d_set
ensures ($final ($egid_set) == 1) |
($return !'= 0)
}
*/

int setegid(int egid);

/*

spec open(filename, flags, ...)

{

requires $eui d_set:
"euid has not been explicitly set”

}

*/

int open(char* filenane, int flags, ...);

Figure 7. Specifications for checking Ipr. Specification variables track whether or not the
effective user and group IDs have been set. A race condition may exist if open is called without
first changing the effective IDs.



causehelD valuesto besetincorrectly Theactualim-
plementatiorof Ipr makesthis approacHessappealling
becaus®pen is usedto access numberof controlfiles
in additionto thefile beingprintedfor the user When
Ipr opensthe controlfiles, it needsto have root permis-
sions. Thatfactwould complicatethe specificationfor
the open function; its requiresclausewould now have
to take the nameof the file being openedinto consid-
eration. While thattoo is perfectlyfeasible,it is appli-
cationspecific,whereashe specificationgjivenin Fig-
ure7 couldbe partof the standardibrary specifications
appliedto privilegedutility applications.

Theoriginal Ipr implementatioroccupiesonesource
file andtwo headefiles. It is 878lineslong andconsists
of 10functions.EauClaireflagsthreeof thesefunctions
because¢hey make callsto open andthereareno calls
to set eui d or set egi d. EauClaire flagsthe same
threefunctionsin the revisedversionof Ipr becauseghe
programdisregardsthe returnvaluesfrom the new calls
toset eui d andset egi d.

In orderto correcttheflaws foundby EauClaire,we
modifiedthe 12 occurrancesf thetwo statements

set eui d(uid);
setegid(gid);

to be

if (seteuid(uid))
return;

if (setegid(gid))
return;

The correctfix for theseflaws would provide better
error handling,but in this casear et ur n statements
enoughto avoid calling open afteranattemptto setan
ID hasfailed. EauClaire only flagsonecall to open
in the modified program. After addinga specification
to the function that requiresthe IDs be setprior to the
function’sinvocation,EauClairereportsno errors.

In this casetoo EauClairereportedhofalsenegatives
and only a single falsepositve. Onceagainthe false
positvewasfairly easyto identify by inspectionput the
additionof a singlespecificatiorwasall thatEauClaire
neededn orderto eliminateit. Althoughlpr only took
0.5 secondgo compile using gcc, Eau Claire took 50
seconddgo analyzeit, with a maximummemoryusage
of eight megabytes.The greatmajority of thattime (43
seconds)vas spenton a singlefunction: mai n, which
is 277 lineslong. Althoughenormoudunctionsarenot

the epitomeof goodprogrammingpractice they arenot
uncommonsoit is worthwhileto notethatEauClaireis
upto thetask.

4 RelatedWork

Typical methodsfor finding software defectsare of-
tenill-suited to the problemof uncovering securityvul-
nerabilities. Researchersave respondedvith security-
specifictechniquedor ferretingoutsecurity-specificle-
fects.

4.1 Lexical Analysis

Themostcommonway for araceconditionto leadto
a securityproblemis calleda Time Of CheckTo Time
of Use(TOCCTOU) flaw [2]. In turn,themostcommon
TOCCTOU flaw is relatedto file accessif a privileged
programchecksfile accesgpermissionshy referencing
a file’'s nameand then later referenceghe file's name
againin orderto operateon it, an attacler hasan op-
portunityto changethe underlyingfilesystemobjectbe-
tweenthe time of the checkandthe time of use. The
flaw presentedn Section3.2is of justthistype. Bishop
and Dilger [2] built a lexical analysistool specifically
for the purposeof unearthindile accessaceconditions.

Viegaet al. [29] point out that quite a few common
security problemsare easyto identify in sourcecode.
For example thepresencef acall to theC library func-
tion get s almostalwaysindicatesa securityproblem
becauset is difficult to preventbuffer overflow attacks
with get s. Theirsourcecodeanalysigool, ITS4,scans
C andC++ programdor vulnerabilitiesthatcanbeiden-
tified purelyfrom thelexical structureof the program—
ITS4 doesnottake into accouninteractionbetweerpro-
ceduresyariablevalues,or flow of control. Beforeit
begins examining a program,ITS4 readsin the set of
vulnerabilitiesit is targeting. The authorshave com-
piled a library of vulnerabilitiesthat cover likely buffer
overflow candidatesraceconditions,andcallsto poorly
written pseudo-randomumbeirroutines.

4.2 Run-time Checking

Most operatingsystemsprevent programsfrom per
forming grosslyaberrantoehaior (illegal memoryac-
cessfor example), and some programminglanguages
and ervironmentsprovide featuresfor more advanced
monitoring. Perl usesa datatainting modelto insure



that usersuppliedcommandsare not executeddirectly
in UNIX setuid scripts[31]. Javascriptusesa simi-
lar approachto protecta users privagy by preventing
userspecificdatafrom being transmittedover the net-
work [12]. Java providesa flexible mechanisnfor con-
trolling therun-timesecuritypolicy enforcedoy the Java
virtual maching/15].

Someof C'’s inherentweaknessesan be overcome
through the use of runtime checkingtoo. Jonesand
Kelly [16] proposea schemefor addingobjectbounds
checksat compile-time, but standardibraries that are
not recompiledremainvulnerableto buffer overflow at-
tacks, and the performanceof checled programsmay
suffer. Similarly, programinstrumentatiorapproaches
like the onetaken by Purify [14] are usually impracti-
cal becauseof performancedegradationand increased
memoryusage.Formatstring vulnerabilities,wherean
attacler makesuseof a functionwith a pri nt f -style
formatstringargumentto performanattackwith results
muchlik e a buffer overflow, canbe thwartedat runtime
with minimal computationabverhead5, 26].

Necula[22] proposesa combinationof formal rea-
soningandrun-timecheckingwith his systemfor pack-
aging proofs with executableprograms. Before a pro-
gramis executed,its proof canbe checled in orderto
male surethatthecodewill maintainthesystems safety
andsecuritypolicies. Becausehe topic of the proof is
assemblycode thetypesof propertieghatcanbe easily
provenareat a correspondinglyow level. Neculasug-
geststhathis approachwould be usefulfor determining
whetheror notto allow a pieceof codeto executein the
kernels addresspaceby requiringa proofthatthe pro-
gramwill maintainthe consisteng of the kernels data
structuresThis would be efficientbecauseroof check-
ing is muchfasterthan proof construction,and oncea
piece of code had beenapproed, no further effort to
constrainits behaior would be necessaryln Neculas
view, producingproofsshouldbe partof the function of
acompiler

4.3 Static Checking

LCLint is a C programchecler[10]. Withoutadding
specificationgo the programbeingchecled, it’ s ability
to find errorsis limited to the samerealmas mostlint
programs.With programmersuppliedspecificationsit
is ableto performadditionalchecksby applyingcom-
piler flow analysistechniques. It canfind abstraction
violations, unannouncednodificationsto global vari-

ables,and the possibleuse-before-initializatiorerrors.
While theseare all commonsourcesof problemsin C
programsnoneof themaredirectwidespreactause®f
securityflaws.

LarochelleandEvanshave modifiedLCLint in order
to statically detectbuffer overflow vulnerabilities[18].
Theirmethods similarto theonetakenhere but limited
to reasoningabout minimum and maximum array in-
dicesthatmaybereador written. Programmesprovided
preconditionsand postconditionscombinedwith built-
in specificationdor standardibrariesareusedin com-
binationwith the programitself in orderto generatea
setof constraints.If the constraintannotbe resohed,
thena buffer overflow flaw may be present.Unlike the
approachtaken here,a programmercannotwrite addi-
tional specificationsn orderto usethe modifiedversion
of LCLint to find new typesof vulnerabilities.

Wagneret al. have developeda static checler that
usedntegerrangeanalysisn orderto determinevhether
or not a C programcontainspotential buffer overflow
errors[30]. While capableof finding mary errorsthat
lexical analysistools would miss, the checler is still
someavhatimprecise:it ignoresstatemenbrder, it can-
not modelinterproceduratiependenciesandit ignores
pointeraliasing.

Inspiredby Perl’s taint mode, Shankaret al. make
useof typequalifiersin orderto performataintanalysis
for the purposeof staticallydetectingformatstringvul-
nerabilitiesin C programsg[27]. Their systemrequires
a programmeito annotatea small numberof variables
aseithertaintedor untaintedand then usestype infer-
encerules(alongwith pre-annotatedystenlibraries)to
propagatehe qualifiers. Oncethe qualifiershave been
propagatedthe systemcandetectformatstringvulnera-
bilities by performingtypechecking.

5 Conclusions

While it is inconcevable that ary single approach
will solve all computersecurity problems, significant
classe®f vulnerabilitiesarecausedy programminger
rors that canbe detectedusing ExtendedStatic Check-
ing.

Oneform of staticchecking type checkinghaslong
beenembracedby programmers. Type checkinghas
beensuccessfubecausé¢he rewardsit providesfar out-
weighthe costof its use. Programverificationtechnol-
ogy hasnotfaredsowell, andperhapghereasoris that



therewardsdo notappeato outweighthe cost. Corven-
tionalwisdomholdsthattheundecidablenatureof most
static analysisquestionamplies that programverifica-
tion techniquesare a mirage,thatthereis no reward to
be had. Onthe othersideof the equationfully specify-
ing thebehavior of aprogramis a dauntingtask.

In this casethe corventionalwisdomis wrong. Ex-
tendedStatic Checkingmakesuseof programverifica-
tion techniquesandis, aswe have demonstratedcapa-
ble of detectingcommontypesof securityvulnerabili-
ties. This is a heaftyreward becausesecurityproblems
aredifficult to detectby othermeansandthe penaltyfor
missingthemcanbeserere. Thecostof ExtendedStatic
Checkingis variable.At thelow end,a programmecan
malke useof pre-eisting specificatiorlibrariesto check
for commonflaws. The checler canbe invoked much
like a compiler and the time requiredto performthe
checkingis typically a small multiple of a compilers
executiontime. A userwho is willing to investeffort
in writing specificationsanimprove the precisionand
accurag of the checler andalsocheckfor new typesof
flaws or flaws thatarespecificto their problemdomain.
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