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Abstract

We describea methodfor finding securityflaws in
sourcecodebywayof staticanalysis.Themethodis no-
table becauseit allows a user to specifya wide range
of securitypropertieswhilealsoleveraginga setof pre-
definedcommonflaws. It worksby usingan automated
theoremprover to analyzeverificationconditionsgen-
erated from C source codeand a set of specifications
that definesecurityproperties.We demonstratethat the
methodcanbeusedto identifyrealvulnerabilitiesin real
programs.

1 Intr oduction

A largepercentageof thedocumentedvulnerabilities
in computersystemshave beenintroducedby program-
mersasthey createdor modifiedthesourcecodefor var-
ioussystemcomponents[17]. A majorityof theseflaws
fall into oneof only a few majorcategories,with array
boundserrorsandraceconditionsbeingamongthemost
common.

The primary contribution of this paperis to demon-
stratethat many commontypes of security flaws can
be detectedthroughthe applicationof ExtendedStatic
Checking [7], a techniquedevelopedfor the general
problem of finding errors in sourcecode at compile-
time. We have createda prototype checker, named
EauClaire,capableof analyzingsourcecodewritten in
C.(Previousextendedstaticcheckershaveanalyzedpro-
gramswrittenin Modula-3[7] andJava[20].) In orderto
evaluatethesourcecode,EauClairereadsspecifications
thatdefinesecurityproperties.EauClairerepresentsthe
first applicationof ExtendedStaticCheckingto thespe-
cific problemof identifyingsecurityvulnerabilities.

EauClaireis flexible enoughthatanexperienceduser

canspecify a wide variety of properties. At the same
time, a novice usercouldfind a numberof commonse-
curity flaws by making useof a library of pre-written
specifications.Specificationsareparticularlypowerful
whenthey arere-used.Informationrecordedin theform
of specificationsduringaprograminspectioncangreatly
benefitfutureinspections.

EauClaire analyzesprogramswritten in C because
it remainsthemostpopularlanguagefor writing system
software.EauClairehandlesC programsinvolving inte-
gral andaggregatetypes,arrays,pointers,pointerarith-
metic,mostcontrolstructures,andfunctioncalls. It can
analyzemodularprograms:not all functionsneedto be
definedin the sourcecodebeinganalyzed.Among the
things it doesnot modelare function pointersandbit-
wise operators.The presenceof theseconstructsdoes
not forceEauClaireto giveuponaprogramasawhole.
Instead,it giveswarningsaboutfunctionsthat contain
unmodelledconstructsandsuggeststhat theanalysisof
thesefunctionsmaybecompromised.

EauClaire works by translatinga program’s source
codeinto aseriesof verificationconditionsandpresent-
ing the verificationconditionsto an automatictheorem
prover. Although it makes use of a theoremprover,
EauClaire is not a programverifier. Thepurposeof an
extendedstaticchecker is only to look for certaintypes
of errors,not to prove that a programis correct. Set-
ting the goal to be lessthana full proof of correctness
is very liberating;by notpromisingto find all errors,the
creatorsof a checkerarefreeto look for a goodbalance
betweenthe numberand importanceof the errorsthat
arefound andthe burdenof runningthe checker. This
approachputspracticalityfirst. While not calling into
questiontheundecidablenatureof theunderlyingprob-
lems,wepresentevidencethatit is possibleto automate
theprocessof findingmany typesof securityflaws. Part
of beingpracticalis beingwilling to giveup soundness.
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Figure 1. The checking process implemented by Eau Claire .

By notrequiringaperfectanswerin all cases,EauClaire
canproducea usefulanswerin mostcases.

SinceEauClairecreatesan independentverification
conditionfor eachfunctionin thetargetprogram,its ex-
ecutiontime is thesumof thetimesrequiredto process
eachfunction.Empiricalevidencesuggeststhatonaver-
ageEauClaireis 25 timesslower thanthecompilergcc.
Thatmakesit too slow to berun with every compileas
part of the typical developmentprocessbut plenty fast
enoughto bea standardpartof thereleaseprocess.We
expect that mostuserswill begin by usingpre-written
specificationsfor C standardlibrary functionsandthen
begin to write their own specificationsasthey gainex-
perience.

Section2 divesinto the detailsof the checkingpro-
cessthatEauClaireimplements,andSection3 describes
theresultsof applyingEauClaireto two programswith
known securityvulnerabilities.In onecase,EauClaire
shows that a vulnerability that was supposedto have
beenfixed actually still exists (a previously unknown
result). Section4 providesa context for this work by
describingother recentefforts nearthe intersectionof
securityandstaticchecking.

2 Method

Figure 1 gives a top-level view of how Eau Claire
works. It first translatesa C function and the rele-
vantspecificationsinto avariationof Dijkstra’sGuarded
Commands[9]. It then translatesthe GuardedCom-
mandsinto a verificationcondition. Finally, it presents
the verification condition to the automatic theorem
prover Simplify [8, 28]. If Simplify refutesthe theo-
rem, thenthe associatedfunction is in violation of one
ormoreof thespecifications.Theverificationconditions
aregeneratedin suchawaythatthecounterexamplepro-
videdby Simplify containsenoughinformationthat the
usercantrackdown thesourceof themismatch.

Thefirst step,thetranslationof C into GuardedCom-
mands,requiresa concreteinterpretationof the some-
timesvaguesemanticsof theC language.It is herethat
EauClaire givesup soundnessin favor of easeof use.
Thesecondstep,thetranslationof GuardedCommands
into a verificationcondition,doesnot suffer thusly be-
causethesemanticsof theGuardedCommandlanguage
arewell defined.

Sections2.1 and2.2 introduceEauClaire’s Guarded
Commandlanguageand specificationlanguage. Sec-
tions 2.3 and 2.4 discuss the translation of C into
GuardedCommandsand the translation of Guarded
Commandsinto averificationcondition.

2.1 Guarded Commands

Dijkstra createdthe GuardedCommandprogram-
ming languageso that he could describenon-trivial al-
gorithmsandanalyzethemin aformalmanner. Guarded
commandsareausefulmidwaypointbetweenaC func-
tion anda verificationconditionbecausethey retainthe
sequentialandimperative natureof C, but their seman-
tics are definedrigorously, making it possibleto con-
structa theoremfrom GuardedCommandsin astraight-
forwardandsoundmanner. EauClaire’s guardedcom-
mandlanguagecontainsseveral conceptsnot found in
Dijkstra’s original languageincluding exceptions[21],
assertand assumestatements[1], and the conceptof
the erroneousstate[19]. It also omits several major
constructsthat were part of the original languagein-
cludingrestriction,conditionals,looping,andtheguards
that gave the languageits name. Since loops are not
available,thefollowingdiscussionassumesthatall com-
mandsterminate;thereis nonotionof aninfinite loop.

Thesemanticsof a commandaregivenby its weak-
est precondition. When a machinehalts after execut-
ing aguardedcommandthemachine’sfinal statecanbe
characterizedasnormal,exceptional,or erroneous.The
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Assume� �<�	=�>���
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If ? doesnot evaluateto true, thenthestatementcannotbeexe-
cuted.
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Table 1. Eau Claire’ s Guarded Command langua ge.

command’sweakestpreconditiondescribestherequired
stateof the machinebeforethe executionof the com-
mandthat is necessaryto achieve a desiredfinal state.
More formally, considera command

/
andpredicates

� , � , and F that relateto thestateof themachineex-
ecuting

/
. Theweakestpreconditionfor thecommand,
���
 / � � �8�G� F � , is a predicatedescribingthe stateof

themachineprior to theexecutionof
/

sothat � , � , or
F will evaluateto true subsequentto the executionof/

. In particular, � will evaluateto true if the machine
haltsin anormalstate,� will evaluateto true if thema-
chinehaltsin anexceptionalstate,and F will evaluate
to true if themachinehaltsin anerroneousstate.Table1
givesthecommandsthatcompriseEauClaire’sGuarded
Commandlanguage.

Halting in anerroneousstateis alsoknown asgoing
wrong. EauClaireusesgoingwrongto representaspec-
ificationviolation. Sincethepurposeof thetheorembe-
ing generatedis to arguethatno specificationviolation
exists, the fourth argumentto thewp function, F , will
alwaysbe false(satisfiedby no machinestate).We will
thereforeomit it from theremainingformulasin thein-

terestof clarity.
In many languages(includingC) asemicolondenotes

theendof a statement,andthebodyof a functioncon-
sists of a sequenceof statements. In GuardedCom-
mands,thesemicolonrepresentsastatementthatis used
to sequentiallycomposetwo otherstatements.Thelan-
guagedoesnot needa conditionalconstruct;a combi-
nationof alternationandassumestatementscanbeused
instead.For example,thecompoundC statement

if (x > y)

z = 0;
else

z = 1;

canberepresentedas

( assume(x > y); z := 0)

( assume( H (x > y)); z := 1)

The nondeterminismof the alternation statementis
tamedby fact that an assumestatementcannotbe ex-
ecutedif its predicatedoesnot evaluateto true. The
machineis forcedto choosea paththatit canexecute.



spec (function name)(formal argument names)I
requires (precondition expression): "(violation message)"

modifies (list of variables)
ensures (postcondition expression): "(violation message)"J

Figure 2. Eau Claire’ s function specification syntax

2.2 Specifications

EauClaire’s specificationlanguageis modeledafter
ESC/Modula3’s specificationlanguage[6]. At its heart
is theconceptof procedural abstraction, theideathata
setof operationscanbegrouped,named,andinvokedas
thoughthey werea singleoperation.In orderfor proce-
dural abstractionto be useful, theremustbe a contract
betweena procedure’scallerandtheprocedure’s imple-
mentation.Thecontracttells thecallerwhatit mustpro-
vide to the procedureandwhat to expectfrom the pro-
cedurein return.Thecontracttells theprocedurewhatit
shouldexpectfrom thecallerandwhatit mustprovidein
return. Most programminglanguagesenforcesomeas-
pectsof thiscontractatcompiletime. For example,ISO
C requiresthatwhena function is declaredwith a pro-
totype, the formal andactualfunction argumentsmust
agreein bothnumberandtype[13].

Eau Claire’s function specificationlanguageallows
the contractbetweencallersandimplementationsto be
furtherelaborated.As illustratedin Figure2, a function
specificationmaycontainzeroor moreof thefollowing:

Requires: requires ? . The function precondition.
Eau Claire checksthat all callersensurethat the
expression? evaluatesto true beforethe function
is invoked. If a caller doesnot guaranteethat the
preconditionis met,EauClairewill includetheas-
sociatedviolation messagein its outputalongwith
thetextual locationof thecall. Whenit checksthe
specifiedfunction,EauClaireassumesthat ? eval-
uatesto true.

Modifies: modifies K . Thelist of variablesthatmay
bemodifiedby theimplementation.EauClaireac-
countsfor thesideeffectsthata functioncall might
have upontheenvironmentof thecallerby assum-
ing that all variableson the list K will be modi-
fied in accordancewith the function’s postcondi-
tion. Whencheckingthe specifiedfunction’s im-

plementation,Eau Claire would ideally check to
makesurethatanimplementationdid not alterany
statenot on thelist, but it doesnot dosocurrently.

Ensures: ensures � . The function postcondition.
EauClaire checksthat the implementationcauses
theexpression� to evaluateto truewhenthefunc-
tion returns.If therearecasesin whichthepostcon-
dition maynot bemet,EauClairewill includethe
associatedviolation messagein its output. When
evaluatingcallers,EauClaireassumesthat � eval-
uatesto truewhenthefunctionreturns.

In order to make function specificationseasierto
read,a functionmayhave multiplerequires entries,
in which casethe function’s preconditionis equivalent
to theconjunctionof thepreconditionexpressions.The
sameis truefor ensures andthefunction’spostcondi-
tion. If a specificationhasmultiplemodifies entries,
thelist of variablesthatmaybemodifiedis theunionof
thevariablelists.

As muchaspossible,the semanticsof specification
expressionsarethe sameasthe semanticsof C expres-
sions.A C expressionis consideredtrue if it evaluatesto
anintegerotherthanzero.A C expressionis considered
false if it evaluatesto zero. Specificationexpressions
maycontainvariables,logicaloperators,comparisonop-
erators,arithmeticoperators,pointer indirection,struc-
tureselection,andarrayselection.Specificationexpres-
sionsmaynotcontainfunctioncallsoroperatorsthatcan
changethe valueof a variable. Assignmentis not per-
mitted,for example.EauClairealsosupportsa number
of specialconstructsin specificationexpressionsthatdo
not exist in C, asdescribedin Table2.

In additionto functionspecifications,EauClaireal-
lowsfor thedeclarationof specificationvariables. Spec-
ification variablesarenot concrete:they do not affect a
program’s compilationor execution,andthereforethey
cannotappearoutsideof specifications. Specification
variablesareuseful for reasoningaboutprogramprop-



Construct Description
$final In many casesit is usefulto refer to boththe initial valueandthefinal valueof a variable

in a postcondition. In order to remainconsistentwith preconditionexpressions,an un-
adornedvariablein a postconditionrefersto thevariablein its initial state.Theexpression
$final(v) refersto thevariablev in its final state.

$return In a postconditiontheexpression$return representsthereturnvalueof thefunction.
$valid Theexpression$valid(v) evaluatesto 1 if thepointeror arrayvariablev is non-NULL

andpointsto allocatedstorage.It evaluatesto 0 otherwise.
$length Theexpression$length(v) is equalto thenumberof allocatedelementspointedto by

thearrayor pointervariablev.
$string Theexpression$string(s) evaluatesto 1 if $valid(s) evaluatesto 1 andif aNULL

terminatoroccupiesat leastoneof theallocatedlocationspointedto by s. It evaluatesto 0
otherwise.

$string length Theexpression$string length(s) is equalto the leastindex of thepointeror array
variables occupiedby thevalue0.

$static An expressionof theform $static(s) evaluatesto true only if s is a pointerto a stati-
cally allocatedobjectsuchasastringconstant.

exists An expressionof the form exists (variable list) (expression) evaluates
to true if theinnerexpressionis non-zerofor at leastonecombinationof variablevalues.

forall An expressionof the form forall (variable list) (expression) evaluates
to trueonly if theinnerexpressionis non-zerofor all combinationsof variablevalues.

Table 2. In addition to standar d C expressions, Eau Claire provides special constructs for use
in specifications.

ertiesthatmaynot beexplicitly representedby thepro-
gram’sconcretevariables.

2.3 Translating C into Guarded Commands

At first blush, translating C into GuardedCom-
mandsmight appearto be challengingbecauseC in-
cludesfunctioncalls,datastructures,pointers,andside
effects, none of which can be representeddirectly in
EauClaire’s GuardedCommandlanguage.While it is
true that thesetopicspresentchallenges,the processof
translatingC into GuardedCommandsis further com-
plicatedby ambiguitiesregardingthedefinitionof theC
language[13,24].

First, thereis no singleauthoritative definitionof C.
Major C dialectsincludestandardC (alsoknown asISO
C or ANSI C), traditionalC (sometimescalledK&R C),
and cleanC (a subsetof C++). Naturally, implemen-
tationsvary in the degreeto which they adhereto one
standardor another.

Second,all definitionsof C requirean implementa-
tion to prescribeits own meaningfor certainconstructs.

For example,it is theresponsibilityof the implementa-
tion to definetherangeof valuesthatcanberepresented
by theintegral types.

Third, the behavior of someconstructsis not fully
specified—thelanguagedefinition doesnot alwaysim-
posea requirementon the implementation.For exam-
ple, theorderof evaluationof expressionsis largelyun-
constrained.An implementationcouldevaluatethe ex-
pression(x * y * z) by first evaluatingz, thenx,
theny, andthenmultiplying.

Finally, thebehavior resultingfrom someoperations
is completelyundefined.For example,accessingunini-
tialized memorycould result in the terminationof the
programor it could result in no ill-effectswhatsoever.
The sameis true of dereferencinga null pointeror in-
dexing anarrayoutsideof its bounds.

The ExtendedStatic Checking philosophy allows
EauClaireto giveuponfindingall of thepotentialerrors
in aprogramandinsteadconcentrateonfindingthemost
likely andmost importanterrors. Letting go of sound-
nessallows us to make the importantassumptionthat
the programmeris not intentionally trying to hide vul-



nerabilitiesfrom the tool. For that reason,we treatall
translationdilemmasin the samemanner: Eau Claire
interpretsC programsasthoughthey werewritten by a
competentprogrammerwho is interestedin creatinga
correctandportableprogram.Table3 lists C language
constructsanddescribeshow EauClairetranslatesthem.

The purposeof EauClaire is not to determinehow
closely the programin questionadheresto any partic-
ular standard(other than the specifiedsecurityproper-
ties)or to measuretheprogram’s semanticcorrectness.
For this reason,EauClaire assumesthat undefinedop-
erationsdo not occur. This assumptionlimits the types
of securityflaws that Eau Claire can detect. Imagine
a function that modifiesa variablemore thanoncebe-
tweensuccessive sequencepoints. Underthedefinition
of ISO C, the function is performingan illegal opera-
tion. An ISO C compilerwould be within its rights to
causethevariabletakeonanarbitraryvalue.EauClaire
will not considerthis possibility, insteadassumingthat
the modificationswill take placein the order in which
they appear. Missingthis typeof only remotelyfeasible
flaw is a goodtrade-off in exchangefor not tormenting
the userwith a list of every possiblelocationof an un-
definedoperation.

2.4 Translating Guarded Commands into a
verification condition

After Eau Claire has translateda function into a
guardedcommand,it augmentsthecommandusingthe
function’s specification. Given the function L with
guardedcommandtranslation M<N 
 L � and requiresand
ensuresconditions? and � respectively, theaugmented
guardedcommandfor thefunctionis

assume( ? );
M�N 
 L � ;
assert( � )
In addition to the requiresexpressionsprovided by

the user(if any), Eau Claire addsto ? an expression
declaringthatall of thefields for eachtypeof structure
or union usedin the function be unique. A similar ex-
pressiondeclaresthatall datatypesusedin thefunction
areunique. This is necessarybecauseEauClaire uses
arraysto representstructurefields andpointerderefer-
encing.Without them,thetheoremproverwouldbefree
to assumethatany two structurefield namesreferredto
the samefield within the structureor thatany two data
typenameswereequivalent.

A correctbut impracticalverificationconditioncould
be extracted from the augmentedguardedcommand
simply by computingits weakestpreconditionaccord-
ing to the equationsgiven in Section2.1, but Flanagan
andSaxe point out thatdoingsocanresultin a formula
that is exponentiallylargerthantheGuardedCommand
programthatit represents[11]. This woulddisallow the
checkingof largeC functions.InsteadEauClaireimple-
mentsthetwo-stagegenerationalgorithmthatFlanagan
andSaxe recommend,which producesa formulathat is
in the worst casequadraticin the size of the Guarded
Commandprogramit represents.

3 Experimental Results

This sectionpresentstwo real-world securityvulner-
abilitiesandshows how EauClairecanbe usedto find
them. The examplesillustrate someof the errorsthat
Eau Claire is able to detect,but Eau Claire is by no
meanslimited to thesetypesof vulnerabilities.

3.1 RSAREF buffer overflow

In 1994, RSA Data SecurityreleasedRSAREF2,a
referenceimplementationof theRSA andDESencryp-
tionalgorithms,theMD2 andMD5 messagedigestalgo-
rithms,andanumberof otherwidely usedcryptographic
tools. BecauseRSAREF2is free for non-commercial
purposes,it was quickly adoptedfor usein a number
of popularInternetapplicationsincludingPGP(a setof
programsfor securingemail messages,files, and net-
work connections),SSH (a secureremote login pro-
gram),andApachemod ssl (a modulethatenablesthe
Apacheweb server to communicateusing the Secure
SocketLayer(SSL)protocol).

In 1999,SolinoandRichartediscoveredbuffer over-
flow vulnerabilitiesin RSAREF2[3]. The vulnerabil-
ities madeit possiblefor an attacker to overwrite the
call stack and thereby executearbitrary code by ex-
ploiting RSAREF2’sRSAimplementation.Specifically,
an overflow canoccurwhenthe library attemptsto en-
cryptor decryptblocksthatarelargerthanthemaximum
block sizecompiledinto theprogram.Thebuffer over-
flow happensinsidethestandardlibrary functionmem-
cpy.

With a specificationfor memcpy (givenin Figure3)
that requiresthe destinationto be largeenoughto hold
thenumberof bytesbeingcopied,EauClaireflags3 of
the 20 calls to memcpy aspotentialproblems.Two of



Construct Description
Expressions For thepurposeof determiningside-effects,EauClaireassumesthatexpressionsareeval-

uatedfrom left to right. It supportsarithmeticandlogical operatorexpressions,negation,
andconditionalexpressions.

Operations EauClairesupportsthe integral operationsaddition,subtraction,multiplication,anddivi-
sion. It doesnotsupportbitwisemanipulation,andit assumesthatarithmeticoverflow does
not occur.

Typesizes EauClaireallowstheuserto definethenumberof bytesusedto representtheintegral types
andthenumberof bytesusedto representpointers.

Floating
point types

EauClairedoesnot modelfloatingpoint valuesor operations.Convertinga floatingpoint
numberinto anintegralvalueresultsin theintegralvaluebeingunknown.

Arrays EauClairemodelsanarrayasa singlevariableratherthanasa collectionof dynamically
namedvariables.EauClairetherebyassumesthatarraysdonot overlap.

Pointers In orderto accountfor aliasing,EauClaire modelsa pointerdereferenceoperationasan
index into the pointer’s type [23]. In otherwords,dereferencinga pointerp of typeT is
modeledasT[p]. For thepurposeof evaluatingBooleanexpressions,EauClaireassumes
thatNULL is equalto zero.

Structures
andUnions

EauClairetreatsstructurefieldsasarraysindexedby thestructurevariable.In otherwords,
EauClairemodelss.f asf[s]. Thisperhapsrunscounterto the“conventionalwisdom”
that would models.f ass[f], but doing so would be inconsistentwith Eau Claire’s
treatmentof pointers.

Conditionals EauClairesupportsif statementsandswitch statements.
Loops EauClaire supportsdo, while, andfor loops,but by default it assumesthat the loop

body is executedno morethanonce. The usercansupplya maximumloop depth,and
EauClairewill unroll loopsto thespecifiedlevel.

Flow control In Eau Claire’s GuardedCommandlanguagereturn, break, andcontinue state-
mentsare modeledby raising and catchingexceptions. A variableassociatedwith the
exceptionkeepstrackof theexception’stypesothatit canbetreatedappropriatelywhenit
is caught.

Functioncalls EauClairereplacesfunctioncallswith anassertionthat thefunction’spreconditionis met
andanassumptionthatits postconditionholds.EauClairedoesnotassociatespecifications
with functionpointers.If a functiondoesnot havea specification,it is assumedto haveno
side-effects,andits returnvalueis unknown.

References EauClaireunderstandsvariablereferencesonly asan indicationthata functioncall argu-
mentis avariableparameter. In othercontexts,areferenceoperationproducesanunknown
value.This is notaninherentlimitation of themethodbut simplyanimplementationshort-
cut.

Table 3. A list of C langua ge constructs, each with a description of Eau Claire’ s interpretation.



spec memcpy(dest, src, n)I
requires $length(dest) >= nJ

Figure 3. A specification for the function
memcpy. The destination must be large
enough to hold the number of bytes to be
copied.

spec R_GenerateBytes(buffer,

bufferLength, randomSource)I
requires $length(buffer) ==

bufferLengthJ

Figure 4. A specification for the func-
tion R GenerateBytes. The length of the
buff er must be equal to the bufferLength
parameter .

thesecalls arethe buffer overflow vulnerabilitiesiden-
tified by Solino and Gerardo. The third occurs in a
function namedR GenerateBytes, the purposeof
which is to fill a buffer with randomlygenerateddata.
EauClaire flagsit becauseit cannotguaranteethat the
function’s buffer length parameteris truly the length
of the buffer to be filled. With a specification(given
in Figure4) making that a requirement,EauClaire no
longerflagsR GenerateBytes asthesourceof apo-
tential error. EauClaire alsoverifiesthat the five calls
to R GenerateBytes in RSAREF2meet the given
specification.

In this exampleEauClaire’s precisionandaccuracy
arebothexcellent.Initially EauClaireproducednofalse
negatives and a single falsepositive. The falseposi-
tive could have beenidentified as suchby inspection,
but with the additiona singlespecification,EauClaire
wasableto eliminateit. In termsof executiontime and
memoryusage,EauClaire’s performancewasgoodbut
probablytoo slow for a programmerto run it with ev-
ery compileduringdevelopment.RSAREF2consistsof
79 functionsin 13 sourcefiles. Including its 11 header
files,it is 4728lineslong. EauClairetook33secondsto
processRSAREF2runningon a 550MHZ PentiumIII

workstation. Runningon the samecomputer, gcc took
two secondsto compileRSAREF2.Memoryusagefor
EauClaireneverexceededtenmegabytes.

3.2 Redhat lpr racecondition

Theprogramtraditionallyusedto accessto theprint
queuein UNIX systems,lpr, haslong beena sourceof
securityproblems.Becausetheprinteris a hardwarere-
source,theprogramsthatcontrolaccessto it musthave
rootprivileges.Of course,mostusersof thesystemneed
accessto theprinterbut do not have root privileges.As
is oftenthecase,writing aprogramthatallowsonly lim-
itedaccessto root resourceshasprovenproblematic.

A securityhole in theversionof lpr distributedwith
RedhatLinux versions4.1 through6.1 was the result
of a racecondition involving the way file permissions
werechecked[25]. As Figure5 shows,theprogramfirst
checkedto seeif theuserhadpermissionto readthefile,
then(actingasroot) openedthe file. If the usercould
substitutea legitimatefile with a file they did not have
permissionto read(probablyby changingasoft link) be-
tweenthetime thatlpr checkedthefile permissionsand
thetime it openedthefile, theusercouldprint files that
they couldnot otherwiseread.

Redhatapplieda commontechniquefor eliminating
a racecondition: therevisedlpr now takeson theuser’s
identity beforeopeningthe file, asshown in Figure6.
EauClairecanidentify programswherethis fix hasnot
beenproperly implemented. Figure 7 gives specifica-
tions that allow Eau Claire to reportan error if open
couldbecalledwithoutfirst settingtheeffectiveuserid.

Not surprisingly, EauClaire reportsthat the call to
open in Figure5 is thelocationof a potentialproblem.
Of moreinterestis the fact thatEauClaire reportsthat
the revisedlpr in Figure6 hasthesamepotentialprob-
lem: theprogramdoesnot checkthevaluereturnedby
seteuid or setegid, soif eitherof thecallsfail, the
call to open will be carriedout in the sameinsecure
way as it wasoriginally. It may seemfar-fetchedthat
seteuid or setegid would fail, but lessthana year
afterthelpr vulnerabilitywasfound,a bug in theLinux
kernel cameto light that would allow a userto cause
just sucha failure [4]. This flaw in lpr waspreviously
undescovered.

It would be perfectly feasiblefor EauClaire to use
specificationvariablesto keeptrack of the currentset-
ting of theeffective userandgroupID values.If it did,
it would have the potential to catcherrors that would



int fd;
for (int i=1; i < argc; i++)I
/* first make sure that the

user can read the file,

then open it */
if (!access(argv[i], O_RDONLY))I

fd = open(argv[i], O_RDONLY);
print(fd);J

J

Figure 5. A pseudocode demonstration of the race condition in Redhat’ s lpr . If the user could
switc h the file between the time lpr checked the file permissions and the time it opened the file ,
the user could print a file that they could not normall y read.

int fd;

for (int i=1; i < argc; i++)I
int uid = getuid();

int gid = getgid();
int original_euid = geteuid();

int original_egid = getegid();

/* set the effective user id to be that of the current

user before opening the file */
seteuid(uid);

setegid(gid);

fd = open(argv[i], O_RDONLY);

/* reset the effective user id to it’s original value */

seteuid(original_euid);
setegid(original_egid);

print(fd);J

Figure 6. A pseudocode version of the fix Redhat made to lpr . Now the program takes on the
user’ s privileg es before opening the file . The vulnerability is more limited now, but it is still
present because the return value of the seteuid and setegid calls are not checked.



/* specification variables for tracking whether or not the

effective user id and effective group id have been set */

/* spec var $euid_set */
/* spec var $egid_set */

/* seteuid returns 0 after changing the current euid to

the requested value or returns a non-zero error

code if the request cannot be fulfilled. */
/*

spec seteuid(euid)I
modifies $euid_set

ensures ($final($euid_set) == 1) ||
($return != 0)J

*/

int seteuid(int egid);

/* setegid returns 0 after changing the current egid to

the requested value or returns a non-zero error
code if the request cannot be fulfilled. */

/*
spec setegid(egid)I
modifies $egid_set
ensures ($final($egid_set) == 1) ||

($return != 0)J
*/

int setegid(int egid);

/*
spec open(filename, flags, ...)I
requires $euid_set:

"euid has not been explicitly set"J
*/

int open(char* filename, int flags, ...);

Figure 7. Specifications for checking lpr . Specification variab les trac k whether or not the
effective user and group IDs have been set. A race condition may exist if open is called without
fir st changing the effective IDs.



causetheID valuesto besetincorrectly. Theactualim-
plementationof lpr makesthis approachlessappealling
becauseopen is usedto accessanumberof controlfiles
in additionto the file beingprintedfor the user. When
lpr opensthecontrolfiles, it needsto have root permis-
sions. That fact would complicatethe specificationfor
theopen function; its requiresclausewould now have
to take the nameof the file beingopenedinto consid-
eration. While that too is perfectlyfeasible,it is appli-
cationspecific,whereasthespecificationsgivenin Fig-
ure7 couldbepartof thestandardlibrary specifications
appliedto privilegedutility applications.

Theoriginal lpr implementationoccupiesonesource
file andtwo headerfiles. It is 878lineslongandconsists
of 10functions.EauClaireflagsthreeof thesefunctions
becausethey make calls to open andthereareno calls
to seteuid or setegid. EauClaire flagsthe same
threefunctionsin therevisedversionof lpr becausethe
programdisregardsthereturnvaluesfrom thenew calls
to seteuid andsetegid.

In orderto correcttheflaws foundby EauClaire,we
modifiedthe12 occurrancesof thetwo statements

seteuid(uid);

setegid(gid);

to be

if (seteuid(uid))
return;

if (setegid(gid))

return;

The correctfix for theseflaws would provide better
error handling,but in this casea return statementis
enoughto avoid callingopen afteranattemptto setan
ID hasfailed. EauClaire only flagsonecall to open

in the modified program. After addinga specification
to the function that requiresthe IDs be setprior to the
function’s invocation,EauClairereportsnoerrors.

In thiscasetooEauClairereportednofalsenegatives
and only a single falsepositive. Onceagainthe false
positivewasfairly easyto identify by inspection,but the
additionof a singlespecificationwasall thatEauClaire
neededin orderto eliminateit. Although lpr only took
0.5 secondsto compile usinggcc, Eau Claire took 50
secondsto analyzeit, with a maximummemoryusage
of eightmegabytes.Thegreatmajority of that time (43
seconds)wasspenton a singlefunction: main, which
is 277lines long. Althoughenormousfunctionsarenot

theepitomeof goodprogrammingpractice,they arenot
uncommon,soit is worthwhileto notethatEauClaireis
up to thetask.

4 RelatedWork

Typical methodsfor finding softwaredefectsareof-
tenill-suited to theproblemof uncoveringsecurityvul-
nerabilities.Researchershave respondedwith security-
specifictechniquesfor ferretingoutsecurity-specificde-
fects.

4.1 Lexical Analysis

Themostcommonwayfor araceconditionto leadto
a securityproblemis calleda Time Of CheckTo Time
of Use(TOCCTOU) flaw [2]. In turn,themostcommon
TOCCTOU flaw is relatedto file access:if a privileged
programchecksfile accesspermissionsby referencing
a file’s nameand then later referencesthe file’s name
againin order to operateon it, an attacker hasan op-
portunityto changetheunderlyingfilesystemobjectbe-
tweenthe time of the checkand the time of use. The
flaw presentedin Section3.2 is of just this type.Bishop
andDilger [2] built a lexical analysistool specifically
for thepurposeof unearthingfile accessraceconditions.

Viega et al. [29] point out that quite a few common
securityproblemsare easyto identify in sourcecode.
For example,thepresenceof acall to theC library func-
tion gets almostalways indicatesa securityproblem
becauseit is difficult to preventbuffer overflow attacks
with gets. Theirsourcecodeanalysistool, ITS4,scans
C andC++programsfor vulnerabilitiesthatcanbeiden-
tified purelyfrom thelexical structureof theprogram—
ITS4doesnottakeinto accountinteractionbetweenpro-
cedures,variablevalues,or flow of control. Before it
begins examining a program,ITS4 readsin the set of
vulnerabilitiesit is targeting. The authorshave com-
piled a library of vulnerabilitiesthatcover likely buffer
overflow candidates,raceconditions,andcallsto poorly
writtenpseudo-randomnumberroutines.

4.2 Run-time Checking

Most operatingsystemspreventprogramsfrom per-
forming grosslyaberrantbehavior (illegal memoryac-
cessfor example), and someprogramminglanguages
and environmentsprovide featuresfor more advanced
monitoring. Perl usesa datatainting model to insure



that user-suppliedcommandsarenot executeddirectly
in UNIX setuid scripts [31]. Javascript usesa simi-
lar approachto protecta user’s privacy by preventing
user-specificdatafrom being transmittedover the net-
work [12]. Java providesa flexible mechanismfor con-
trolling therun-timesecuritypolicy enforcedby theJava
virtual machine[15].

Someof C’s inherentweaknessescanbe overcome
through the use of runtime checkingtoo. Jonesand
Kelly [16] proposea schemefor addingobjectbounds
checksat compile-time,but standardlibraries that are
not recompiledremainvulnerableto buffer overflow at-
tacks,and the performanceof checked programsmay
suffer. Similarly, programinstrumentationapproaches
like the one taken by Purify [14] areusually impracti-
cal becauseof performancedegradationand increased
memoryusage.Formatstringvulnerabilities,wherean
attacker makesuseof a function with a printf-style
formatstringargumentto performanattackwith results
muchlike a buffer overflow, canbethwartedat runtime
with minimal computationaloverhead[5, 26].

Necula[22] proposesa combinationof formal rea-
soningandrun-timecheckingwith his systemfor pack-
agingproofswith executableprograms.Beforea pro-
gramis executed,its proof canbe checked in order to
makesurethatthecodewill maintainthesystem’ssafety
andsecuritypolicies. Becausethe topic of the proof is
assemblycode,thetypesof propertiesthatcanbeeasily
provenareat a correspondinglylow level. Neculasug-
geststhathis approachwould beusefulfor determining
whetheror not to allow apieceof codeto executein the
kernel’saddressspaceby requiringa proof thatthepro-
gramwill maintainthe consistency of the kernel’s data
structures.Thiswouldbeefficientbecauseproofcheck-
ing is muchfasterthanproof construction,andoncea
pieceof codehad beenapproved, no further effort to
constrainits behavior would be necessary. In Necula’s
view, producingproofsshouldbepartof thefunctionof
a compiler.

4.3 Static Checking

LCLint is a C programchecker [10]. Withoutadding
specificationsto theprogrambeingchecked,it’s ability
to find errorsis limited to the samerealmasmost lint
programs.With programmer-suppliedspecifications,it
is able to performadditionalchecksby applyingcom-
piler flow analysistechniques. It can find abstraction
violations, unannouncedmodificationsto global vari-

ables,and the possibleuse-before-initializationerrors.
While theseareall commonsourcesof problemsin C
programs,noneof themaredirectwidespreadcausesof
securityflaws.

LarochelleandEvanshavemodifiedLCLint in order
to staticallydetectbuffer overflow vulnerabilities[18].
Theirmethodis similarto theonetakenhere,but limited
to reasoningaboutminimum and maximum array in-
dicesthatmaybereador written. Programmer-provided
preconditionsandpostconditionscombinedwith built-
in specificationsfor standardlibrariesareusedin com-
binationwith the programitself in order to generatea
setof constraints.If theconstraintscannotberesolved,
thena buffer overflow flaw maybepresent.Unlike the
approachtaken here,a programmercannotwrite addi-
tionalspecificationsin orderto usethemodifiedversion
of LCLint to find new typesof vulnerabilities.

Wagneret al. have developeda static checker that
usesintegerrangeanalysisin orderto determinewhether
or not a C programcontainspotentialbuffer overflow
errors[30]. While capableof finding many errorsthat
lexical analysistools would miss, the checker is still
somewhat imprecise:it ignoresstatementorder, it can-
not modelinterproceduraldependencies,andit ignores
pointeraliasing.

Inspiredby Perl’s taint mode,Shankaret al. make
useof typequalifiersin orderto performa taintanalysis
for thepurposeof staticallydetectingformatstringvul-
nerabilitiesin C programs[27]. Their systemrequires
a programmerto annotatea small numberof variables
aseither taintedor untaintedand thenusestype infer-
encerules(alongwith pre-annotatedsystemlibraries)to
propagatethe qualifiers. Oncethe qualifiershave been
propagated,thesystemcandetectformatstringvulnera-
bilities by performingtypechecking.

5 Conclusions

While it is inconceivable that any single approach
will solve all computersecurity problems,significant
classesof vulnerabilitiesarecausedby programminger-
rors that canbe detectedusingExtendedStaticCheck-
ing.

Oneform of staticchecking,typechecking,haslong
beenembracedby programmers. Type checkinghas
beensuccessfulbecausetherewardsit providesfar out-
weigh thecostof its use.Programverificationtechnol-
ogyhasnot faredsowell, andperhapsthereasonis that



therewardsdonotappearto outweighthecost.Conven-
tionalwisdomholdsthattheundecidablenatureof most
staticanalysisquestionsimplies that programverifica-
tion techniquesarea mirage,that thereis no reward to
behad.On theothersideof theequation,fully specify-
ing thebehavior of aprogramis a dauntingtask.

In this casethe conventionalwisdomis wrong. Ex-
tendedStaticCheckingmakesuseof programverifica-
tion techniquesandis, aswe have demonstrated,capa-
ble of detectingcommontypesof securityvulnerabili-
ties. This is a heaftyrewardbecausesecurityproblems
aredifficult to detectby othermeansandthepenaltyfor
missingthemcanbesevere.Thecostof ExtendedStatic
Checkingis variable.At thelow end,aprogrammercan
make useof pre-existingspecificationlibrariesto check
for commonflaws. The checker canbe invoked much
like a compiler, and the time requiredto perform the
checkingis typically a small multiple of a compiler’s
executiontime. A userwho is willing to investeffort
in writing specificationscanimprove the precisionand
accuracy of thecheckerandalsocheckfor new typesof
flawsor flaws thatarespecificto their problemdomain.
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